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1. Background

In the event of a maritime accident involving Harmful and Noxious Substances (HNS), the maritime
authorities must make numerous decisions to organize the best response strategy, that is, the one that
minimizes the risks to human health (including rescuers, crew members and coastal communities), for
the marine environment, for maritime safety and for socio-economic activities and facilities. While
many key decisions and considerations are prescribed in national or regional contingency plans,
operational response activities will generally need continuous adjustment or revision to reflect the
latest information available as the contamination event evolves. In such a rapidly changing situation,
an efficient two-way information exchange between decision-making authorities and response teams

on the ground can greatly facilitate both, decision-making and organizational processes.

The purpose of work package 5 of the Manifests project (Manifests decision support system) is to
develop an efficient information system that helps (1) decision makers understand the situation at
stake and its likely evolution in the coming hours and days; (2) identify the population, ecosystems and
socio-economic assets at risk and (3) share useful information with response teams deployed at sea,

in the air or on the coast.

Building on the experience gained and development carried out during the previous HNS-MS and
MARINER projects, the MANIFESTS decision support system (DSS) will integrate several services,

including the DSS Common Operational Picture (COPtool).

This COPtool refers to a system designed so that during a contingency, the exchange of information
that occurs between the maritime authorities and the different response teams (sea, coast, air) is
carried out in the most efficient way possible, ensuring that all actors involved in the crisis committee
and response teams can access the same data. These can be standard reports (such as the Standard
Pollution Observation Report of the Bonn Agreement), images, videos and any other georeferenced
data collected by response teams, as well as satellite observations, model simulation results, exclusion

areas, location of response media, requests for new response actions shared by the crisis.
The COPtool documentation is composed by:

¢ |Installation guides.
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e User Manual.

e DSS Implementation report (this document).

2.Objective

The purpose of this document is to explain the structuring of a contingency in reference to the

information handled during each contingency and the users of this information.

In the first part of the document, the different sources of information that are usually present during
an episode of marine pollution will be described, considering both their temporal and spatial
specificities. In addition, the layers of data and reports that are generated during the accident in
relation to the fight against pollution and the different participating users and their functionalities will

also be explained.

In the second part, the technological solution for the insertion and distribution of information for the
different actors in the contingency will be described to later specify in detail each type of information

layer to be distributed.

3. Structure Of The Decision Support System

This section describes the different elements of the response decision system. A Decision Support
System or DSS (Decision Support System) is a computer system that helps the decision-making process.
In rather more specific terms, a DSS is "an interactive, flexible and adaptable computer-based
information system specially developed to support unstructured management problem solving to
improve decision making. It uses data, provides a friendly interface, and allows decision-making in the

analysis of the situation" (Turban, E. 1995).
The proposed DSS is based on the following elements:

1. A resource center that centralizes and gives access to management protocols, guidelines,
reports and other sources of knowledge, such as sensitivity maps useful for assessing risks and

planning response actions. It will consist of a web tool for the management of this information

! Turban, E. (1995). Decision support and expert systems: management support systems. Englewood Cliffs, N.J.,
Prentice Hall. ISBN 0-02-421702-6
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and the management of data insertion and simulations, contingencies and users. It will be
called COPtool.

2. An application accessible to all response teams, coast guard officers and maritime authorities
in order to efficiently exchange information on the latest developments of the pollution event
and response actions. This application will be called from now on, COP Viewer.

3. A series of databases and associated procedures to include those internal sources of each
organization in the resource center and be managed by the COPtool. This set of tools will be

called Auxiliary COP.

Before explaining each of these elements, one must understand the whole schema of a DSS for marine

pollution contingencies.

When making decisions for the response to a marine accident, the availability of up-to-date
information is essential. This information is usually georeferenced,that means one property of it is a
location in the space. This kind of information is often called information layers, since they become a
set of superimposed maps. Some of these layers have been created before the contingency, such as
the coastline, bathymetry, or areas of environmental importance, and some of them are generated
during the contingency, for example, the prediction of drifters, the positions of the spills, or the

situation of the anti-pollution equipment in use.

On the other hand, for using this information effectively during a contingency, this information must
be distributed quickly, efficiently, and safely to the different actors involved in the crisis, such as the
contingency management, political advisers, or staff involved. The needed information for each of
them is usually different. In addition, the degree of confidentiality of the information is not always the

same and therefore there will be information that will not be available to all users.
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Fig. 1: Elements in a contingency: On the one hand, there are layers of information (prior to the contingency or generated
during it). On the other, there are various actors involved in the contingency with different degrees of access to this
information.

The challenge of this work is to create a system where a wide variety of information, mostly
georeferenced, is available quickly and efficiently by the different actors involved, without overloading
each of them with information and, at the same time, guaranteeing grades of confidentiality when

necessary.

The DSS is able to easily create a Common Operational Picture (COP) for each contingency customized
for each user. This means that, on the one hand, there will be access to the precise information of each

contingency and on the other, each user depending on their level, will be able to access different
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Fig. 2: Users will consult the information layers through a COP (Common Operational Picture) tailored to the contingency and
their needs.

In addition, much of the information is generated manually during the contingency: POLREP reports,
other reports, pictures, etc. Therefore, the DSS must not only collect information prepared before the
accident but also equip itself with systems that allow it to ingest data and information generated
during the contingency. Therefore, beyond the users with access to information, there will be users

with the ability to insert information.
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Fig. 3: In addition to the above elements, information layers and COPs users, there are other users of the system that are the
information insertors, either manually generated as POLREP reports or in a more automatic way such as model results or drift

buoy positions.

Above these COP users and input users, a COPs Manager is needed to manage the different users who

can use the system during the contingency, as well as what information is accessible during it. The

COPs Manager is the user who creates a COP for a contingency, associates users with that contingency,

and attributes the necessary layers to it. Each user will be able to consult the layers associated with

that contingency depending on the access permissions they have at the time of the contingency. Users

with the lowest level of confidenciality will not be able to view and query layers that are restricted to

the higher ones.
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Fig. 4: There is the COPs Manager user whose main task is to create the different COPs customized for each user when the

contingency occurs.

Like any computer system, there’s a super user or Administrator, named COPtool Manager, who

manages the tool and has two main functions: giving access to the tool to the rest of the users and

establishing the addresses and metadata of the information that will be available for access in future

contingencies.

MANIFESTS
MANaging risks and Impacts FROM Andvaporating
and gaseous Substances To population Safety

Co-funded by the European Union Civil
Protection




Input Users [j D

Layers of information ‘ ’ l
| ] ]
.

o D

Fig. 5: In addition to these users, there is the Administrator user who inserts all the layers that will be available in the system
and manages the access of the rest of the users.

SuperUser

It is important to distinguish between the COPtool Manager and the COPs Manager for the different
contingencies. The first one gives access to all users (including the COPs manager) and includes in the
system the references for the different layers of information contained in the data base, while the

second determines which users have access to the specific information for a contingency.

3.2 Use of DSS prior to any contingency

A normal use of DSS prior to any contingency would be as follows:

1. The COPtool Manager inserts layers of information into the system. This means that there will
be a reference to a WMS (Web Map Service) address for each layer and therefore that the

information of this layer can be included in a future contingency.
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Fig. 6: The Administrator inserts the information layers into the referenced system with a WMS address.

2. The COPtool Manager enables access to other users: they can have different functionalities.
The main users are:

a) COPs Manager: Allows you to create a COP for a contingency, choose the layers of information
that can be seen in that contingency and which users can see them.

b) COP Viewer users: They are users to consult the COPs of the contingencies to which they have
access. Keep in mind that not all users have the same level of query, regardless of whether
they have access to a contingency or not.

c) Inserting users: These are users who have the ability to insert information and reports. They

can be users insertors of POLREP, SCAT, communications, maps, etc.
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Fig. 7: The Administrator gives access to other users: COPs Manager, COPs Viewer users and Inserting Users.

3.3. Use of DSS during contingency

A normal use of DSS during a contingency would be as follows:

1. The COPs Manager creates a new COP for that contingency, including the different layers of
information that can be consulted and the users who have access. He or she can also link
reports, photos, and maps to that contingency.

2. COP Viewer Users can access the COP of that contingency and consult the information to
which they have access.

3. Inserting Users can insert POLREP, SCAT, reports, pictures, or documents. If these reports are
linked to the contingency, it may be consulted as information about it.

4. Automatic or external processes will insert information into the data base. The usual

information that is included in these external processes are simulations, drift buoys, etc.
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Fig. 8: During a contingency the COPs Manager opens a new contingency in the DSS,and assigns layers of information and
users to that new contingency.

The result is that a COP Viewer User can access a COP of the contingency that allows him or her to
visualize the layers of that contingency visualizing only the layers he has access to. The COP Manager
carries out the customization of the COP to each contingency and each COP Viewer User in a relatively

short time, no more than a few minutes, can visualizate it.
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Fig. 9: COP viewer of the same contingency for two users with different degrees of confidentiality. The user with low
confidentiality (bottom) is not allowed access to all layers of a user with a higher degree of confidentiality (above), as shown
by the orange rectangles.

In addition, these contingencies receive different inputs from the different Inserting Users, which are

automatically updated for consultation by COP Viewer Users.

3.4. Elements of DSS: Sources of information

This section will describe the different types of information layers that are commonly used when
making decisions during a contingency. It should be noted that these layers depend on the specific
information needs and availability of each organization. The following classification is a general guide

and not a rigid scheme.

In general, the layers of information needed for decision-making during a contingency can be classified

into:

1) Pre-contingency information: This includes all layers of information that exist regardless of
whether there is a contingency or not. It also includes dynamic information that exists event if

there isn’t a contingency, like meteorological or hydrodynamic predictions.
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It can be divided into:

e Static information: includes information on base layers, cartography, fishery and
environmental resources and a coastal inventory.

e Dynamic information: This information varies over time and exists whether there is
contingency or not. This includes information from meteorological, hydrodynamic, and wave
models, satellite observations, HF radar, or automatic platforms, and layers with AIS or ship
location information.

2) Information created during the contingency: This consists of the information of the contingency.

Here it is contemplated:

¢ Results of prediction models of spill drifts, HNS, toxic clouds, and exclusion areas.

e Drifter tracks and spill monitoring systems

e Location of assets and boomes, tactical maps, etc.

e POLREP, SCAT, pictures, documents and reports.

Typical sources during a contingency can be outlined in the following figure:
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Fig. 10:Kind of information managed during a contingency: there are two large groups: the information created prior to the
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contingency and the other one generated during and for the contingency.

MANIFESTS
MANaging risks and Impacts FROM Andvaporating
and gaseous Substances To population Safety

Oceanographic stations

Co-funded by the European Union Civil
Protection



MANIFESTS
MANaging risks and Impacts FROM Andvaporating
and gaseous Substances To population Safety

References to these sources of information are made through the Open Geospatial Consortium (OGC

(https://www.ogc.org) service, called Web Map Service (WMS). This service basically consists of a web

service that enables the access a thematic map, with certain functionalities, such as obtaining
information about the items represented. Thus, each layer included in the COPtool will be associated
with a WMS address that will provide the information in the form of a searchable geographical layer.

It is the function of the COPtool to store these references.

Therefore, the connection between the COP viewer and the information layers is made through this
type of services. This allows us to include in the viewer any type of layer that is served through WMS,

whether from servers external to the system or own servers.

For the information stored in the organization itself, whether from the DSS-COPtool database or

others, it is proposed to provide this WMS service through a Geoserver (https://geoserver.org).

A more detailed explanation of this implementation will be given later.

As it has been referenced before, from a conceptual point of viewe there are several types of users:

Administrator, COPs Manager, COP Viewer Users, Inserting Users, etc.

However, when implementing the system it has been chosen to create only two users: Administrator

and User, which can be assigned one or more functionalities or modules:

o Administrator: Super user, with access to all modules, as well as the management of users
and information layers of the system.

o User: With access to those modules (one or several) assigned by the administrator.

The different modules that allow users to perform each of the functions are:

User Management Creation/editing of user accounts.
Layer Management Managing the information layers that are available in the
system.
Management of COP (Common Management of the information to be distributed during
Operational Picture) the contingency.

Protection
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POLREP Insertion of POLREP reports into the system.
SCAT Insertion of SCAT reports in the system.
Reports Insertion of information derived from different inspections

(photos, videos, comments, etc.)

COP Viewer Access to the COP viewers to consult the COP of the
contingency

The user management and layer management modules are resricted to the administrator user, and
only the administrator user can make changes. The rest of the users will be able to access one or
several modules depending on the permissions granted by the administrator at the time of registering

in the system.

For example, a COP Manager at the conceptual point, is a User with the COP Management functionality
from the point of implementation. This change allows the existence of users with different

functionalities, providing greater plasticity to the DSS.

Additionally, users will also have different levels of access to the information layers, with level 1 having
the lowest access to information and level 3 having the highest access. These generic access levels can

be modified for each user and contingency if necessary.

4.System Implementation

The system can be divided into three components:
o COPtool: Software consisting of a graphical interface and an associated database for user

management, and its modules.

o COP Viewer: Software for exploring the maps of a contingency managed by the COPtool.
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o Auxiliary COP: Database with other relevant information such as model results, drifter tracks,

etc. and associated inserting scripts. This component depends largely on the availability of this

information by the agency so its implementation is not always similar and necessary.

COP Tool

feeds

COP Tool DB

customizes

serves
maps

z{;v GeoServer

serves
layers

Fig. 11: Implementation of the complete system with its relationships.

COPtool relations with COP Viewer are:

e The COPtool customizes the information available for consultation through the COP Viewer and it
depends on the contingency and the validated user. The COP Viewer receives a configuration file with
certain specifications each time it is accessed through COPtool. The specifications are addresses of

WMS map services that will be displayed in the COP Viewer.

e WMS map services can be external to the organization or internal. In this case, they can come from

the COPtool database or from the Auxiliary COP database and both need a WMS map server
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implemented. We recommend Geoserver software as WMS server.
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4.1. COPtool

The purpose of COPTool is the relationship between the COPTOOL database and the users, whether
they are administrators and/or users, this relationship is carried out through an interface. Once they
have been validated, the users can perform their previously registered functions, be it administration,
consultation, or information insertion. This interface has various modules, which are visible depending
on the level of user access to them. It also manages the different COPs for each contingency, the
information inserted in each contingency and the query to the COP Viewer once the user has been

validated.

The users can access this interface through a web browser, and after validation they are able to

perform the tasks they have access to.
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Fig. 12: COPtool initial screenshot after user validation.

From the implemention point of view, the COPtool is based on microservices programmed in Java
(WEB and API). Along with these microservices, the COPtool is associated with a PostGIS database that
we will call COPTOOL-DB and that will be described in chapter 5.

4.2. COP Viewer

If the user wants to view one of the COPs they have access to, the COPtool redirects them to another

web page with the COP of the contingency and the information that specific user is allowed to view.
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To do this, the COPTool creates an XML configuration file that tells the COP Viewer the specifications

of that COP: visible layers, access to reports, permissions, etc.
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== | eaflet | © Instituto Geografico Nacional de Esaﬁa

Fig. 13: COP Viewer showing different information of a contingency: dispersion of a simulated cloud, boom locations, means
positions, etc.

The code of the COP Viewer has been coded in JavaScript and PHP.

In addition to this database that manages the COPtool, there can be information that, being included
in the COP, is sufficiently independent of the tool and at the same time sufficiently dependent on the
specific agency to belong to a different database. We will call this database COPTOOL_AUX, which will

be described later.

Data to be included in this auxiliary database may be the positions of the drifters, the results of a

Lagrangian model or the exclusion zones of an air pollution model such as ALOHA.

Associated with this database, different scripts have been created for the insertion of the information,
which have been written using Python. However, as indicated at the beginning, this database and its

scripts are strongly dependent on the agency, so their implementation.
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The relationship between database information and the COP Viewer is established through web

services, mainly the Web Map Service (WMS) of the Open Geospatial Consortium (OGC).

Thus, when a user accesses a contingency COP through the COPtool, it creates an COP configuration
XML file, which is interpreted by the COP Viewer. Among other things, this configuration file defines
the different layers of information that this user can consult. These information layers are maps served

by web services, mainly WMS.

Therefore, the XML file mainly relates a user and a contingency with the different WMS layers. As
mentioned before, there is an Administrator who has the ability to include layers and classify them
into groups and panels. Before a layer can be used by any specific COP, this layer must be included in

the system, storing these references to its WMS address.

This address can be internal, that is, it will use the WMS service established in the agency itself, or
external, that means, it belongs to WMS servers that are outside the databases managed by the
COPtool and its ecosystem. For the service, a GeoServer server is used that provides the different layers

of both the COPTOOL database and the COPTOOL_AUX.

5.DATABASE AND INFORMATION MANAGER

This part will describe the implementation of the databases and what information it contains.

The DSS uses as a database engine the PostgreSQL (https://www.postgresql.org/) software in its
version 9.5.1 to which the PostGIS extension (https://postgis.net/) has been added to create databases

with the capacity to store geographic objects.

COPTool uses a main database called COPTOOL. The two main functions of this database are:

1. Manage users, layers, and COPS

2. Store those data that are entered manually, that is:
1. POLREP Report
2. SCAT
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3. Reports, documents and photos of a contingency.

In addition to this COPTOOL database, there will be the necessary databases to store all the necessary
internal information, such as model outputs, derivative buoys, etc. In the example case, this database

is called COPTOOL_AUX and each entity is stored in a schema.

5.2.1. COOPTOOL. Management of users, layers and COPs
The COPTOOL database allows you to manage the users of the system, defining the
responsibilities/functions of each of them. These functions will be translated as access to modules on

the platform.

The following diagram shows a simplified version of the tables related to the User table, the logic of

which has been moved to the database.

ER diagram for users

user_name user_login user_fulname adtivated

User
funtionalities

manages consults i inserts inserts

contingency

s Tactical map File

Contigency contingency COP logbook photo comment

inserts

POLREP SCAT Report

Fig. 14: Entity-Relationship diagram for Users.

This Entity-Relationship diagram is transposed to the database in the following schema:
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ole_authorities

98¢ userrole varchar(2ss) |# - - - | "Hd

varchar(253)

fEE name  varchar(25)

RBE role

RBC comments varchar(235)
varchar(233)

== report_user

aggid varchar(255)

fsreport  varchar(255)

as¢ user_login varchar(255)

waid varchar(255) g~ *
Ly bundle jsonb
#) createdtime  timestamp
B¢ description varchar(253)
REC name varchar(255)
REC topic varchar(255)
rec value varchar(253)
sec userlogin  varchar(255)

5 scat_report
agg id varchar(255)
&) report_time timestamp
A2 status varchar(255)
#B¢ author varchar(255)
AB¢ commune region varchar(255)
88 incident varchar(255)
[/i not_exists_subsurface_oil_conditions bool
[ not_exists_surface_oil_conditions bool
BEC access_restrictions varchar(253)

s8¢ algae varchar(255)
[} back_shore_cliff bool
feE back_shore_cliff_height varchar(255)
fEE debris varchar(255)
#5¢ oiled_fauna varchar(255)
[/ engoing_clean_up_activity bool
[ suitable_laydown_area bool
ABE survey_end_time varchar(255)
ABE survey_start_time varehar(253)
A5E surveyed_from varchar(255)
123 tide_height floatd
fec tide_type varchar(255)
#BE weather_info varchar(255)
abe pollution_episode varchar(255)
A5 segment varchar(255)
fEE surveyed_segment varchar(255)

#5€ ongoing_clean_up_activity_comments varchar(500)

[ eist_debris bool
[ oiled_debris bool
123 number_debris intd
a5C type._debris varchar(255)
ABC comments text

agg id varchar(255)

) crestedtime  timestarnp
ROC description varchar(255)

AEC name

varchar(253)

varchar(253)
varchar(255)

REC episode
REC createdby

cord

varchar(255)
varchar(255)
varchar(255)
varchar(255)

agid

ane file_name
Ase file_path
ABE resource

RBE resource_id
@ upload_date
f2E user_login

varchar(253)
timestamp]
varchar(255)

Fig. 15: Schema of User relationships in the database.

a5 id varchar(255) - EE[epevceTisey 2l S LS S -
o — nggid varchar(255) gleyer groups vorchar23) | |agid varchar(253)
f5¢ user detals  varchar@ss) Bec episode  varchar(255) ARfuser ogin _ varchar@59)| #8¢ tags varchar(255)
sbcuser emal  varchar(2s3) e e login vorchar®ss)| A - 4 E affected ares  geometry|
fiCusername  varchar(255) begintime - timestamp
56 s pasoword varchar@5) e desciption varchartzss)
RBE user_role varchar(255) 9 endtime timestamp,
2 activated bool fBC name varchar(255)
#5¢ activation_key  varchar(20) | . [+ publish bool
i ! Ee
o g ::::::‘Em ::Z::: X mcauthor  varchar(255)
foc reset_key varchar(20) - - T T
ficfullname  varchar(255) Tl Sepodecbsenver | e ________"_---
R8¢ comments text . ~ < o|mmid varchar(255)
123 level int4 [ N . @ createdtime timestamp Aggid varchar(255)
REC organization  varchar(255) \_‘\‘ e A . fBe episode  varchar(255) a8 code verchar2ss)
#|me pone varchar(255)| b -, A0E user_login  varchar(2ss) @) crestedtime  timestamp.
S © B * ‘.. . N ) endtime timestamp. (= geometry geometry
K : | S . “._ | @ statime  timestamp| |asc comment  varchar(4000)
S ' ' N AR asC report varchar(255)
. .', i . ERREEE - | useriogin  vercharizss)
S ,: B phoro ® B bookmark
0 H A id varchar(235) N
H RBE diype wvarchar(31) ekl vorcher®)
! a5€ code varchar(255) &) createdtime  timestamp
: ) crestedtime timestormp| |56 deSCriBtion. vercher(253)
; [ geometry  guomeny|  [pagel  varcharz53)
' A56 comments varchar(235) ABC resource  varchar(253)
; st Flemarme varchari2sgy| | reseureeid  varchar59)
' asefile path  varchar(@ss)[ | ttE varchar(253)
; wcrepon vmeharss)| P useogin _varchar@ss)
' Ao user_login  varchar(255)
. . |eEepisode  varchar(255)
" ) varchar(255)
nggid varchar(253) \ 7 logbookrecord
& report_time i el
a0t tags varchar(255)| | ge o0 varchar(2ss]| - L varchar(233)
5] affected area 9EOMEY | |t athor wachar@ss)| L [wetags  varcharizss)
& begintime timestamp | | oc caller number varchar(255)|  \ #) createdtime  timestamp
#ec description varcher@33)| | ooc aller organization  varchar(255)  |Aocfile name  varchar(255)
@ enctime timestamp [ | e caller_transport_number varchar(255) \ |mecfile path  varchar(2ss)
#o€ name varchar@35) || e caller transport_type  varchar(255) | |E geometry  geometry
1‘5‘/3 :’:l:’n‘:" b‘:;‘ lehree cloud_cover varchar(255) ' |pee message text
st cloud_height varchar(235) L eeetitie varchar(255)
Foc status verchar@S3) | coc observation_system  varchar(255) \ [Foecreatedby  varchar(zss)
mepoliution cause | vercher| | e gpcerver name varchar(255) ', |7 episode  varchar(2ss)
::: ::t‘L‘“;LD”-EP"c‘"E-WpE ::Z::Eg 83¢ observer_role varchar(255) N
123 sea_direction intd
Aot sea_status varchar(255) -
as¢ visibility_status varchar(255) i varchar(255)
123 wind_direction int4 @ report time  timestamp
123 wind_speed intd RBE status. varchar(233)
#oc wind_speed_unit varchar(255) AEauthor  varchar(255)
Ao wind_status varchar(253)
#¢ pollution_episode  varchar(255)
e file_name varchar(255)
Bec file_path varchar(255)

In addition to the users, the COPtool must manage the layers of information that will be visible by the

different users.

When defining that the system contemplates a layer, what is done is to collect which WMS service or

another must be consulted so that this layer is displayed. Therefore, a layer is defined by the name of

the layer, the WMS service (or other) and a series of parameters as projection, and the coordinates of

the bounding box.

To do this, keep in mind that each layer belongs to a layer tree that is structured in Panel, Group, Layer.

In addition, each user can access certain episodes of which only the layers allowed for that user will be

displayed. In addition, layers can be filtered by some field.

The following figure shows a simplified Relationship Entity schema.
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ER diagram for layers

layer_name
layer_url
Group

layer_type

bounding_box

is allow to
consult

Episode

can have Filter

Fig. 16: Entity-Relationship Diagram for Layers16

This schema has been moved to the database as follows:
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ARy id varchar(235) REC code varchar(255)
[/ enabled bool REC description varchar(235)
ABC user_details  varchar(253) [/ enabled bool
REC user_email varchar(255) REC name varchar(255)
REC user_name varchar(253) AEC type varchar(233)

ABC user_password varchar(255)

REC user_role varchar(235) _ *
7 actvote [ Floegow |

bool
REC activation_key wvarchar(20] —*|" Iayer_grcilllps varchar(233) A id varchar(235)
) crested_date  timestamp Aj§ user_login  varchar(253) .\ ABC tags varchar(255)
0 expired_time  timestamp REC code varchar(233)
Q reset_date timestamp RBC description varchar(233)
ABC reset_key warchar(20) [ enabled bool
REC full_name varchar(233) . REC name varchar(233)
AEC comments text| . ABC panel varchar(233)

125 level intd
REC organization  varchar(233)

*
. @
. -
#8c phone varchar(255) _ _ _

ags id har(255 .
? ARG id wvarchar(255) i varcharle3?) A id varchar(235)
1 REC tags varchar(255)
L] ABC episode  varchar(255) ? REC diype varchar(31)
. [ base_layer bool
RBC user_login varchar(255) ABC name varchar(233)
. ABE code varchar(233) REC lower_boundary wvarchar(255)
ARG id wvarchar(235) # H : ABC description varchar(255) - Y
L ABC property varchar(233)
RBC tags varchar(235) L ! [/ enabled bool
' i AEC type varchar(233)
=) affected_area geometry : REC filter varchar(233)
#) begintime timestam ! 123 maxx floatd A2€ upper_boundaty varchar(?33)
poc d £ o h 25: 1 ’-. RBC value varchar(253)
esc.rlptlon l.ra.rc ar(235) 123 maxy floatd =g REC layer varchar(255)
&) endtime timestamp 123 minx floatd
Ase nam.e varchar(253) ABC episode_user varchar(233) fg . _ _ _ 123 miny floatd
[ publish bool REC layers varchar(255) T === |REC layer_class varchar(235) _
123 rating int4 RBC projection varchar(253) | - . _ _ o|nggid varchar(255)
ABEC status warchar(253) 123 layer_type intd a5C epicod har(255
ABc author varchar(255) 123 level intd episode varchar(235)
RBC public_user  wvarchar(255) REC name varchar(255) Relayer  varchar(233)
ABL params varchar(255)
[ queryable bool
REC sr5 varchar(255)
RBC style varchar(255)
REC title varchar(233)
REC url varchar(255) 5
ABC layer_group  varchar(255) | *,
ABc secondaryurl  varchar(500) | °,
[+ downloadable bool '
REC downloadurl  wvarchar(255) ‘\
Al

1
1
1
1
1
1
1 -’
1
1
1
1
1
!

Fig. 17: Schema of the Layers relationships in the database.17

Finally, it is necessary to manage the COP with its contingencies or episodes. The term episode is used

interchangeably to contingency and is maintained for compatibility with past solutions.

The following entity relationship scheme shows the different properties and relationships of a
contingency COP. The contingency is created by a contingency manager, has an area and a beginning

and end (which in this case refer to the associated COP). In addition, each contingency will have

MANIFESTS
MANaging risks and Impacts FROM Andvaporating
and gaseous Substances To population Safety

Co-funded by the European Union Civil
Protection




associated COP users, as well as others. A contingency may have associated POLREP, SCATs or other

types of reports.

ER diagram for episodes

episode_name status

init_date is created by COP Manager

Episode

Viewer Users
end_date

Reports
bounding_box

Fig. 18: Entity-Relationship Diagram for Episodes.18

This schema is represented in tables within the database as follows:
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£F episode_user
ARG id varchar(233)

== pollution_episode AEC episode  varchar(233)
ARG id varchar(233) REC user_login varchar(233)
ABC tags varchar(233) le” M 1'
(3] affected_area gecmetry :
& begintime timestamp : ;
REC description varchar{233)
&) endtime timestamp R id varchar(233)
ABC name varchar(233) [+ enabled bool
[+ publish bool aBC user_details  wvarchar(255)
123 rating intd REC user_email varchar(235)
REC status wvarchar(233) le |REC user_name varchar(233)
Auc pollution_cause varchar(255) | ™ asc user_password varchar(235)
aec pollution_episode_type varchar(233) AEc user_role varchar(255)
ABC author varchar(235) [+ activated bool
Aec public_user varchar(233) fBC activation_key  varchar(20)

&) created_date  timestamp
&) expired_time  timestamp

&) reset_date timestamp
REC reset_key varchar(20)
rec full_name varchar(233)
RBC comments text
123 level intd
REC organization  warchar(233)
rec phone varchar(233)

Fig. 19: Outline of Episodes relationships in the database.

5.2.2. COOPTOOL. Insertion tools
The COPtool not only allows you to manage COPs, contingencies and users, but also has the ability to
allow the management of standard reports and associated information that is prepared during the
contingency. These standard reports are the POLREP (Pollution Report) and the POLREP Costa (or
SCAT). These reports are widely used by the international community and are based on the

recommendations of the International Maritime Organization.?

Other associated information is the reports, or information during the contingency that may be
reported by an agent or observer and that may consist of text, files and photographs or information

about the disposition of the media and barriers.

2https://www.rempec.org/en/our-work/pollution-preparedness-and-response/emergency-
response/emergency-response/polrep
https://www.rempec.org/en/our-work/pollution-preparedness-and-response/response/tools/shoreline-
assessment
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It has been decided that all this information (whether the reports, POLREPs or POLREP-Costa) may or

may not be associated with an episode. The fact that they can be generated without having been

associated with an episode allows greater flexibility when creating them, which is an advantage

because much of the information could be recorded even before the creation of the COP the

contingency itself.

For the insertion of any report of these, it is necessary on the one hand to be a COPtool user and on

the other hand that this user has enabled the functionality of inserting each type of report.

On the other hand, the COPs manager can associate the reports that have been made to a specific

contingency.

The following figures show the E-R diagrams for the POLREP and POLREP-Costa report. A new type of

data ingestion will use a similar diagram.

ER diagram for POLREP

report_time

POLREP Report

segment

belongs to
describes

pollution
contigency

POLREP spill files

filename

Fig. 20: Entity-Relationship Diagram for POLREP.20
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RS id varchar(233)
REC episode  varchar(255)
RBC user_login varchar(233) e
ARgid varchar(233)
REC tags varchar(255)
(=) affected_area geometry
9 begintime timestamp
RBC description varchar(235) e~
@) endtime timestamp
REC name varchar(255)
[+ publish bool
123 rating intd
RBC status varchar(255)
REC pollution_cause wvarchar(235)
REC pollution_episode_type varchar(235)
RBC author varchar(233)
REC public_user wvarchar(255)
: .
.

EH pollution_episode_segment

AR5 id wvarchar(233)

rEC pollution_episode varchar(235)

REC segment varchar(233)

b
[F segment

ARG id wvarchar(233)
REC code wvarchar(235)
9 createdtime timestamp
5] geometry geometry
RBC coastline_type varchar(253)
= end_position geometry
123 length_surveyed floatd
123 max_intertidal_width floatd
REC segment_id wvarchar(233)
123 segment_length floatd
REC site_name varchar(233)
(3] start_position geometry
RBC wave_exposure varchar(253)
RBEC report wvarchar(233)

Fig. 21: Schema of POLREP relationships in the database.21
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_login
Agg id varchar(233)
[+ enabled bool
REC user_details  wvarchar(253)
ABC user_email varchar(233)
o REC user_name varchar(235)

=« _|#ec user_password varchar(233)
REE user_role varchar(233)
[ activated bool
ABC activation_key warchar{20)
el @) crested date  timestamp
&) expired_time  timestamp

) reset_date timestamp
REC reset_key wvarchar(20)
REC full_name varchar(233)
REC comments text
123 level intd
ABC organization  varchar(233)
f8€ phone wvarchar(255)

AR id varchar(233)
Y. 9 report_time timestamp
RBC status varchar(233)
REC author varchar(233)
RBC caller_number varchar(235)
et caller_organization varchar(235)

et caller_transport_number varchar(233)
rec caller_transport_type  varchar(233)

ABC cloud_cover varchar(233)
RBC cloud_height varchar(233)
RBC observation_system varchar(255)
RBC pbserver_name varchar(235)
RBC observer_role varchar(235)
123 sea_direction intd
RBC sea_status varchar(235)
RBC visibility_status wvarchar(233)
123 wind_direction intd
123 wind_speed intd
RBC wind_speed_unit varchar(255)
RBC wind_status varchar(255)
REC pollution_episode varchar(235)
AEC file_name varchar(235)
rEC file_path varchar(255)
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ER diagram for SCAT

report_time status

User reports tide_info

weather_info

SCAT Report

segment .
survey_time

belongs to

pollution describes
contigency

subsurface

SCAT zone affected fauna surface condition status featured access hrdion

debris pictures

sediment type

Fig. 22: Entity-Relationship Diagram for SCAT.22

MANIFESTS
MANaging risks and Impacts FROM Andvaporating
and gaseous Substances To population Safety

Co-funded by the European Union Civil
Protection




[ scat_report_algaes P scat_zone BB other_substance
. FF surface_cil_condition
REC scat_report varchar(235) Al id varchar(235) A id varchar(235) nigid varchar(255)
123 number intd ABE code varchar(255) @) crestedtime timestamp
. . REC code warchar{255)
[ oiled bool ) createdtime  timestamp [E) geometry geometry
) createdtime timestamp
REC type varchar(233) =) geometry geometry ABC character wvarchar(235) a I "
LY 123 |atitude floatd REC thickness wvarchar(233) geometry geometry
. REC oil_character varchar(253)
\ REC level wvarchar(235) ABC level varchar(233)
. REC oil_distribution  warchar{233)
' 123 longitude floatd 123 cover_length floatd
v REC oil_thickness varchar(253)
\ REC name varchar(255) 123 cover_width floatd
\ REC [evel warchar({255)
* REC substrate wvarchar(255) RBC substrate warchar(253)
[ 123 oil_cover_length floatd
' [ subsurface_oil bool ABC substratum_type varchar(233) 123
™8 scat_report_conservation | [ surface_oil bool 20c zone.id varchar(255) oil_cover_width floatd
* - A5C report varchzr(255) REC substrate warchar({255)
ABC scat_report  varchar(233) REE report varchar(233) P AZC substratum_type varchar(233)
y RBC scat_report  varchar(255) ABC code varchar(235) -
REC conservation varchar(233) N _rep REC zone id varchar(253)
'] . ? REC distribution varchar(235) -
‘\\ N 1 ABC description warchar(300) N RAC report varchar(253)
1 ‘
. " ' [/ subsurface bool|
£y i} .
. L] _ - ’
. | ! b o
. . ' ’
[¥9 scat_report_contacts ‘-. . <o \'!‘ ¢ F8 segment EH pollution_episode_segment
! — % ’ .
N R scat_report K Al id varchar(253) ARg id varchar(233)
REC scat_report wvarchar(233) * e id har(255)|*
ABC contact_name  varchar(233) . i varchar AEC code varchar(233) | |mec pollution_episode varchar(255)
#8C organisation  varchar(255) ~ &) report_time timestamp &) createdtime timestamp | |apc cegment varchar(235)
a8c phone_number varchar(255) *|REC status wvarchar(255) = geometry geometry [® .
- v #8E author varchar(255) ABE coastline_type wvarchar(255) .
BB scot_report_debrises ~ .. REC [or.nmuna_reg\on wvarchar(255) [ end_position geometry :.
. REC incident wvarchar(235) 123 length_surveyed floatd ]
#BE scat_report varchar(255) “+ | 4 not_exists_subsurface_oil_conditions bool 123 max_intertidsl_width floatd H
123 number intd *| ¥ not_exists_surface_oil_conditions baol ABC segment_id varchar(233) !
[ oiled bool AEC access_restrictions varchar(235)[ 5| 123 segment_length floatd
ADC type varchar(255) [#~ . _ Ao algae varchar(255) ¢- ~ | eE site_name varchar(255) | |aggid varchar(255)
. L.
.| [ back_shore_cliff . bool (=) start_position geometry ABC tags varchar(255)
REC back_shore_cliff_height varchar(235) ABC wave_exposure varchar(255) (=) affected_area comet
B8 subsurface_oil_condition_sediment_types| | poe debris varchar(235) RABC report varchar(255) L .g v
) 9 begintime timestamp
abe subsurface_oil_condition  varchar(255) | | "€ ciled_fauna B varchar(255) Auc description varchar(255)
REC sediment_types varchar(253) M Dn.golng_clean_up_actlvlty bool =~ - m e mmmee— oo &) endtime timestamp
'. E suita ble_la:‘(iown_area h ;—:;: FEC name warchar({255)
survey_end_time wvarcharl .
B subsurface_oil_condition [ publish bool
REC survey_start_time wvarchar(233) 123 rating intd
Rl id wvarchar(255; RIC
1] (255) . surveyed_from varchar(255) RBE status varchar(255)
REC code varchar(233) o tide_height floatd REC pollution_cause warchar(233)
& createdtime timestamp I tide type varchar(235) . REC pollution_episode_type varchar(255)
() geometry geometry | - weather_info varcharl2a3)| AeC author varchar(255)
abe oil_character varchar(253) " , REC pollution_episode wvarchar(233) ~. . aec public_user varchar(255)
asc oil_distribution  varchar(255) REC segment varchar(233) e 0
abe oil_thickness varchar(255) REE surveyed_segment varchar(233) || A "
123 buried_depth floatd ABC ongoing_clean_up_activity_comments varchar(500) | *+ S .
123 buried_thickness floatd [/ exist_debris bool A s A id varchar(233)
123 buried_water floats 12@3. Dl\edgde:rlsb _ ?03 ‘\. . [ enabled bool
™ c\.ean_balo\u\f bocl . num :’g _E s n ;_;5 [ scat_report_uses e N rEC user_details  wvarchar(255)
123 oil_penetration floatd type_debris varchar(233) N rEC wser_email varchar(255)
123 0?|Ed_mne_end floatd REC comments i .text ::: scat_report varc:ar(j::] s free user name  varchar(255)
123 viled_zone_start floatd N ' H ' * uses varchar(233) rREC user_password varchar(255)
i ’ ] .
123 pit_depth floatd 4 ' L " . RBC user_role wvarchar(255)
REC pit_id varchar(255) ',' ' B scat_report_oiled_faunas ' m. " e [+ activated bool
ane scat_report_shoreline_types o
sheen_colour  varchar(255) S, H P scat_report varchar(253) | | fBC activation_key varchar(20)
123 water_table floats K w123 number int4| | |REC scat_report varchar(255) &) created_date  timestamp
ABC report varchar(?255) K W aee type varchar(255) | | [ oiled bool &) expired_time  timestamp
FEC level varchar(255) ) ' 1 | [ primary_shoreline bool ) reset_date timestamp
'
S ; 1 |REC shoreline_type varchar(235) RBC reset_key varchar(20)
4 '
- - IR scat_report_local features ey #ec full_name varchar(235)
PR scat_report_direct_backshore_access Y REC comments text
REC scat_report varchar(233) EB scat_report_neighbour_segment_access 123 level intd
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Fig. 23: Schema of SCAT relationships in the database.23
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MANIFESTS

5.2.3. COOPTOOL. General outline

Once all the partial schemes are put together, the general scheme of the COPtool is formed. The

following figure shows the general outline of the entire COPtool. each color in the table corresponds

to each of the parts of the general database
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Fig. 24: Complete schema of the database relationships.24

For the access and representation of several tables, different views have been created, which give

access to the data in the form of a table.

5.2.4. COOPTOOL. Auxiliary databases

As mentioned, this database depends on the needs of each agency and can be implemented in many

different ways, although it must be remembered that, for this information to be displayed in the COP

Viewer, queries must be able to be served through a WMS service. In our case, most of the maps served

through WMS correspond to views associated with the database.
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In this case, the associated database COP_AUX also used as the database engine to PostGlIS. Each type

of information will be associated with a schema in the database. For each layer that you want to show,

a query will be built in such a way that the information appears in the form of a table with a geometry

field and thus be able to serve it through the WMS service.

As an example, the following lines describe the scheme for aerial dispersion models of pollutants. In

this case, the Entity-Relationship schema is as shown in the figure:

ER diagram for HNS Model

description

Campaign contains

Outputs grouping in a

desaibed by

envelope

Fig. 25: Entity-Relationship Diagram for HNS Model.
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desaription

Simulations simulated by

LOC type belongs to

belongs to LOC Level

representing a

LOC category
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This schema is implemented in the Auxiliary Database as shown in the figure.

B campaigns

125 uid

intd

RBC name

varchar

ABC description varchar

F.Ev_aloha_plume

123 uid int4
REC name varchar(30)
&) date timestamp
RBC category text
AEC type bpchar(30)
123 level int4
rec level_name bpchar(50)
RBC description varchar
[5] envelope geometry

L]
FA simulations
135 uid int4 EB models
123 id_model intd e - - - | 135 uid intd
123 id_campaign intd RBC name bpchar(50)
RBC name varchar(30)
RBC description  varchar(235)
1
L]
A outputs
144 vid int4
123 id_simulation int4
&) date timestamp
RBC description varchar
&
i
1
L]
B loc B loc_types
1 i i
13 uid intd ]y _ |8 it
ABC
123id type  intd s _t;'pe _ bpcm@i
123 id_output intd 1d_categories in
L] ]
L] 1
: 1
1 i
L] L]
BB lines B loc_levels
123id_loc int4 14 uid int4
125 level int4 |g. . . 123 id_loc_type int4
[Z] envelope  geometry ABC level_name bpchar(50)
REC description  varchar 123 level intd
123 uid intd ABC description  warchar

Fig. 26: Schematic of HNS Model relationships in the auxiliary database AUX_COP.26

FR loc_categories

= = 155 uid intd

ABC name bpchar(50)

As mentioned before, for the database information to become a WMS layer served by Geoserver, it

must be a table or view that has a spatial component. That is why, accompanying the previous

schemes, there are views of the data which are necessary to establish the wms layers that you want

to serve.

The following table shows the required view v_aloha_plume to serve a LOC layer of a pollutant

dispersion model from this database.
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SELECT lines.id,
simulations.name,
outputs.initial date,
btrim(loc categories.name::text) AS category,
loc types.type,
lines.id loc_ level,
loc levels.level,
loc levels.level name,
lines.description,
lines.envelope
FROM hns models.lines
JOIN hns models.loc ON lines.id loc = loc.id
JOIN hns models.outputs ON loc.id output = outputs.id
JOIN hns models.simulations ON outputs.id simulation = simulations.id
JOIN hns models.loc types ON loc.id type = loc types.uid
JOIN hns models.loc categories ON loc types.id categories =
loc categories.uid
JOIN hns models.loc levels ON loc levels.uid = lines.id loc level
ORDER BY loc levels.level DESC;

The ingestion of data in this system is inherent to each organization and its developments. In the case

of the Camgal Plan, most of the insertions are done through ingestor software, developed in Python.
A series of scripts for inserting the information are listed below.

o Aloha2COP.py
o Drifter2COP.py

This software is included in the GitHub of the project, but as mentioned, most of the processes are
specific to each organization and therefore, it is necessary to adapt these scripts to each instrument

and / or institution.

6. Resources

The exact specifications of these applications were defined in conjunction with the advisory board,
taking into account the resources and skills available. Its development is based on harmonized and/or
standard formats and its source code is available in https://github.com/MANIFETS-DSS. It should be
noted that, although the tools are as generic as possible, it is likely that some configuration and
adaptation will need to be tailored to the purpose and specificities of the individual maritime

authorities using the MANIFESTS decision support system.

The power of the MANIFESTS decision support system is demonstrated in the real example of its use

by the Camgal Plan (https://www.plancamgal.gal) as well as in the transfer of this development to

other members of the MANIFESTS project.
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Due to its open source approach, this DSS can be replicated and adapted in any region and country.
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1. Introduction

When a pollution at sea occurs, comes the need to know where, when and how it will impact
economic zones or protected areas. Mathematical modelling becomes the indispansable tool to

organise any response strategy.

There are many mathematical models depending on the pollution scenario, each producing its own

results. It is not easy to know how to request a simulation and who to contact.
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2.0bjectives

The model interface web application aims at being a unified gateway between end users and

mathematical models producing simulations.

As such, it:
1. Takes information from users
2. Transmits them to the calculation service
3. Retrieves results
4. Allow users to view or download results for further analysis
Model T OpenAPI3 Standardized |
Interface | Comunications :
Request : M
Model : JSON |
AP i X
Results Glienk : !
End Interface | JSON ! Interface
user APL i X API
! | Client
L !
MNetCDF files
T T WMs standardized 1

Comunications Map server

| |
| |
| |
| |
| |
|

: Tiled maps i
| ¥ T
: Metadata :
| |
| |
|

Geo/SON & WMS

3. Technical choices

3.1. Language: Python 3

Python is well known in scientific computing with many scientific libraries. It has a large supporting

community, ensuring its evolution and security patches.
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4 )
INipest

It is necessary to use a framework to ease development process, debugging and application

maintenance.

Django is an opensource python framework. It helps giving a base structure for the development

such as:

e Database mappers (ORM — Object Relational Mappers)
e Self-webserver
e Frontend and backend development

e Comes with essential tools to handle common use cases (login, logout, user management, ...)

The OpenAPI specification define a standard in communication interfaces which allow both humans
and machines to understand how to interact with a service.
There is no need to browse the source code or read any side documentation. An OpenAPI schema
(language agnostic JSON document) serve this purpose and can even be used with code generators

to build a client in any programming language.

On the model interface web application, this is handled by “Django REST framework”, a powerful and

flexible toolkit for building Web APIs.

Outside model interface web application (on the computing server), this is handled by FastAPI, a

lightweight web framework for building APIs with Python 3.

3.4.1. Maps
Maps are handled by a Web Map Service (WMS). WMSs use an efficient standard protocol readily

usable by any interactive map library (OpenlLayers, Leaflet, ...)

3.4.2. Georeferenced objects
WKB (Well-known binary) is used to store point, trajectory and polygons coordinates in database.

This format is easily convertible to GeoJSON.
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All WMS (Web Map Service) generate different format of legend. Some are horizontal, others are
vertical, wide or large, ... We wanted the model interface web application to generate its own

customisable legend regardless of the WMS used behind to take control of the layout.

This product includes color specifications and designs developed by Cynthia Brewer

(http://colorbrewer.org/).

The matplotlib python library is used to accomplish this.

4. Libraries used

e Django 3.2 LTS

e Django REST Framework

e Django background tasks

e Django REST Framework - GIS
e Django REST Framework - SimpleJWT
e Django reCaptcha

e Django proxy

e Matplotlib

e Mod_WSGI

e Python decouple

e PyOpenSSL

e OpenAPIl generator

e Poetry

e Openlayers 6

e PostGreSQL with PostGIS 3 extensions
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5.Project architecture

~ [ Project
» [mapp_1
» [mapp_ 2
» [N app_3
> [mapp_4
» [N app_s
» [ archives
> I media
» [ Packages
~ [ project
~ [ settings
i* base.py
i* dev.py
i* production.py
» [ skatic
% _init_.py
i asgi.py
iz urls.py
i= wsgi.py
» [0 project_dispatcher
» [Wrasker
» [ static
» [ templates
& dockerignore
2 .env
i .gitignore
a0 docker-compose.yml
a1 Dockerfile
& JWT_RSA_PRIVATE_KEY.pem
& JWT_RSA_PUBLIC_KEY.pem
& LICENSE
yms LICENSE.md
i= manage.py
ys README.md
2 requirements.txt
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“App_1" to “App_2” folders

The app name may change as needed.
Each app created inside the project represent a case, scenario, a different computing service
tojoin, ...
They contain:
o Forms with required parameters to be send to a specific computing service
o Database to store result’s information

o Viewers allowing end users to exploit simulation results

“Archives” folder
Folder containing ZIP archives of computed results.
This folder is not directly accessible via HTTP but only via Django views (within related app)

ensuring access restriction.

“Media” folder
Folder containing media files such as pictures, videos, ...
This folder is directly accessible via HTTP without restrictions.

It is managed by Django, do not put any file manually in it.

“Packages” folder
Folder containing local dependencies (e.g. Communication module used to initiate a

communication with the mathematical model or an external service)

“Project” folder
The project name may change as needed.

Folder containing configuration files and common “static” files for all the project’s apps.

“Project_dispatcher” folder
The app name may change as needed.
The dispatcher app serves as an entry point for the end user.
It manages:
o Password management form

o Signup form
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o Redirection to the other apps (App_1, ...) the end user has access to

e “Raster” folder
Folder containing results in form of raster pictures (plots, ...).
This folder is not directly accessible via HTTP but only via Django views (within related app)

ensuring access restriction.

e  “Static” folder

Folder managed by Django, do not put any file manually in it.

e “Templates” folder

Folder containing global HTML templates for web page rendition (error pages, base template

page, ...)

e “.dockerignore” file
List of files and folder to ignore when generating a Docker image.

https://docs.docker.com/engine/reference/builder/#dockerignore-file

o “env”file
File containing sensitive information not to be included in source code. (e.g. database

password, ...)

e “gitignore” file
List of files and folders to ignore when committing or pushing change to a git repository.

https://git-scm.com/docs/gitignore

e “Docker-compose.yml” file

Configuration file for Docker compose.

e “Dockerfile” file

Configuration file for the Docker container.
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“JWT_RSA_PRIVATE_KEY.pem” & “JWT_RSA_PUBLIC_KEY.pem” files
Asymetric RSA key pair for JSON web token (JWT) security

“LICENSE” & “LICENSE.md" files
Files containing the EUPL-1.2 license.

https://joinup.ec.europa.eu/collection/eupl/eupl-text-eupl-12

“Manage.py” file
Django command line utility for administrative tasks.

https://docs.djangoproject.com/fr/3.2/ref/django-admin/

“README.md" file

Readme file of the project

“Requirement.txt” file

List of python dependencies required to run the project.
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6. App architecture

Migrations folder

app_1

migrations
static
templates
__init__.py
admin.py
apps.py
forms.py
models.py
pagination.py
serializers.py
signals.py
tasks.py
tests.py
urls.py
views.py
viewsets.py
widgets.py

Folder managed by Django command line utility, do not put or alter any file in it.

It contains database structure evolution.

Static folder

Folder containing app related static files. You can manually add files here (JavaScript

libraries, theme, logos, ...

Templates folder

Folder containing app related HTML templates used to generate web pages.

Admin.py

Configuration file for the administration interface.

MANaging risks and Impacts From Evaporating
and gaseous Substances To population Safety

Co-funded by the European Union



* Apps.py

Base configuration file of the app.

e Forms.py
File for Django “ModelForm” creation.

The simulation request forms are handled here.

e Models.py
File for managing database structures.
Each class declared here, inheriting from “django.db.models” will generate a new table in
database.
Theses classes also allow usage of Django’s ORM to manipulate database records like python

objects.

e Pagination.py
File where pagination schemes can be added to accommodate JavaScript libraries or external
APIs requiring specific type of pagination not provided by default by Django REST

Framework.

e Serializers.py
Serializers translates Django models into other formats (JSON, GeoJSON, python objects, ...)

A serializer class handle conversion both ways.

e Signals.py
Asignal is a task executed when a model event occurs (e.g. insertion of data into a database

table, ...)

e  Tasks.py

File containing tasks declaration for Django background task package.

e Tests.py

File handling unit tests.

MANIFESTS
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o Urls.py
File for app’s URLs management.

This file needs to be imported into the project’s urls.py file.

o \Views.py
Views are functions taking a web request (GET, POST, ...) and returning a web response
(HTML, JSON, ...).

Checks of permissions are handled here.

In this file are also “viewsets” declaration.
A viewset is a Django REST Framework class. It is a condensed way of declaring multiple

views.

e \Viewsets.py
File containing custom viewsets superclass.

It is useful for restricting available operations upon a specific APl end point.

e Widgets.py

Widgets are form components, a Django’s representation of a HTML input element.

MANIFESTS
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7.Added capabilities

New capabilities have been developed in the scope of manifest project.

e The form widget “MANIFESTSSplitLocationWidget”:

Geometry: Point W
® Latitude:

O Longitude:

O Depth: 0.0 e m below Sea Surface v

This widget allows a convenient management of "GeometryField” database objects.
o 2D and 3D geometries are supported
o "Point”, ”LineString” and "Polygon” geometries are supported
o Detection of inverted latitude and longitude
o Coordinate formats:
=  Decimal degree: 51.5°, 51.5° N, ...
= Degree, minute decimal: -50° 30’, 50° 30’ S, ...
= Degree, minute, second decimal: -50° 30’ 30”, 50° 30’ 30”§S, ...

e On the fly WMS legend generation:
Via dedicated view, each WMS requests to the map server are intercepted. If the user is not

authenticated or try to access restricted data, its connection is refused.

In the case of a legit “GetLegend” request, an internal utility is triggered to generate the
legend on the fly, ensuring that the displayed layout is always under control. Customisation is
possible using Matplotlib’s colour bars plotting capabilities:

https://matplotlib.org/stable/tutorials/colors/colorbar_only.html

All other legit requests are passed to the map server.
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8. Communications

On the computing service side, independently from the model interface web app, an OpenAP| 3

compliant API has been implemented using FastAPI framework. The “model API” is waiting data input

to start a simulation.

Model
Interface

Model
API
Client

OpenAPl 3 Standardized
Comunications

JSON

Mathematical Model
Cumputing service

To connect the model interface to the computing service we must:

v A R

MANIFESTS
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Create a python wheel package

Get the APl schema (openapi.json) from the model API.

Install the model API client on the model interface project

Model
API

Use a code generator for python to generate the model API client

Begin development of a dedicated app to this mathematical model
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8.2. From the computing service

On the model interface web application, independently from the computing service, an OpenAPI 3
compliant APl has also been implemented using Django REST framework. The “Interface API” is

waiting data produced the simulation process.

API API

Client

Model | OpenAPI 3 Standardized !
Interface I Comunications :
I
! I
Interface : JSON | Interface
T
I
I
I
I
I

To connect the computing service to the model interface we follow the same procedure:

Get the APl schema (openapi.json) from the Interface API.
Use a code generator for to generate the Interface API client
Create a python wheel package

Install the Interface API client on the model interface

A A e

Sends results to the dedicated app
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9. Useful documentation

Django LTS Framework

https://docs.djangoproject.com/en/3.2/

Django REST Framework

https://www.django-rest-framework.org/

FastAPl Framework

https://fastapi.tiangolo.com/

OpenAPI specification

https://spec.openapis.org/oas/latest.html

GeoServer WMS reference

https://docs.geoserver.org/2.22.x/en/user/services/wms/reference.html

Matplotlib

https://matplotlib.org/stable/api/index

Docker

https://docs.docker.com/

Git

https://git-scm.com/docs
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